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ML + SYSTEMS
LEARNED INDEX STRUCTURES

New ML ApproachClassic Algorithmic Approach

B-TREE LEARNED INDEX STRUCTURE (LIS)
T. Kraska, A. Beutel, E. H. Chi, J. Dean, N. Polyzotis: “The Case for Learned Index Structures” SIGMOD Conference 2018
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Learning
What is the Price of 

the Patterns in the Data?



ML ATTACKS ON LEARNED INDEX STRUCTURES
THIS WORK

New Poisoning Attacks on Cumulative 
Distribution Functions (CDF)

Apply Attacks on Hierarchical Learned 
Indexes

Test Attack on the Same Datasets + 
Measure Error due to Poisoning



ML ATTACKS ON LEARNED INDEX STRUCTURES
THIS WORK

Need to understand the worst-case 

behavior of learned models on data

New Poisoning Attacks on Cumulative 
Distribution Functions (CDF)

Apply Attacks on Hierarchical Learned 
Indexes

Test Attack on the Same Datasets + 
Measure Error due to Poisoning
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(VANILLA) MODEL
WHAT IS REGRESSION
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KNOWN POISONING APPROACHES
WHAT IS REGRESSION
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THREAT MODEL

Attacker: Malicious contribution points

Power: Access to data (White-box Attack)

Goal: Degrade Performance



KNOWN POISONING APPROACHES
(VANILLA) REGRESSION MODEL
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Poisoning point can be any (X,Y)
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WHAT’S THE DIFFERENCE?
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REGRESSION IN THE CONTEXT OF LIS

Cumulative Density Function



IMPACT OF AN ERROR
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REGRESSION MODEL ON CDFs

Cumulative Density Function

Predicted Rank=4

Real Rank=5

Prediction Error:  
Trigger Local Search to Fix
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REGRESSION MODEL ON CDFs
WHAT’S THE DIFFERENCE?

is (X, rank(X))
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REGRESSION MODEL ON CDFs

New Rank

WHAT’S THE DIFFERENCE?



REGRESSION MODEL ON CDFs
OVERVIEW
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CONTRIBUTIONS

Give a linear poisoning attack for a single point

Poisoning percentage < 15%

Evaluation Metrics: 

Memory Offset = Predict. Location - Real Location

Ratio Loss = Poisoned_MSE/MSE

Greedy poisoning attack for multiple points



REGRESSION MODEL ON CDFs
EVALUATION

 3  6  9 12 15
Poisoning Percentage

2

4

6

8

10

12

14

R
at

io
 L

os
s

Keys: 100 Density:5%

 3  6  9 12 15
Poisoning Percentage

2

4

6

8

10

12

14

R
at

io
 L

os
s

Keys: 100 Density:10%

 3  6  9 12 15
Poisoning Percentage

2

4

6

8

10

12

14

R
at

io
 L

os
s

Keys: 100 Density:50%

 3  6  9 12 15
Poisoning Percentage

2

4

6

8

10

12

14

R
at

io
 L

os
s

Keys: 100 Density:80%

 3  6  9 12 15
Poisoning Percentage

6
12
18
24
30
36
42
48

R
at

io
 L

os
s

Keys: 500 Density:5%

 3  6  9 12 15
Poisoning Percentage

6
12
18
24
30
36
42
48

R
at

io
 L

os
s

Keys: 500 Density:10%

 3  6  9 12 15
Poisoning Percentage

6
12
18
24
30
36
42
48

R
at

io
 L

os
s

Keys: 500 Density:50%

 3  6  9 12 15
Poisoning Percentage

6
12
18
24
30
36
42
48

R
at

io
 L

os
s

Keys: 500 Density:80%

 3  6  9 12 15
Poisoning Percentage

10
20
30
40
50
60
70
80
90

100

R
at

io
 L

os
s

Keys: 1000 Density:5%

 3  6  9 12 15
Poisoning Percentage

10
20
30
40
50
60
70
80
90

100

R
at

io
 L

os
s

Keys: 1000 Density:10%

 3  6  9 12 15
Poisoning Percentage

10
20
30
40
50
60
70
80
90

100

R
at

io
 L

os
s

Keys: 1000 Density:50%

 3  6  9 12 15
Poisoning Percentage

10
20
30
40
50
60
70
80
90

100

R
at

io
 L

os
s

Keys: 1000 Density:80%

 3  6  9 12 15
Poisoning Percentage

50
100
150
200
250
300
350
400
450
500

R
at

io
 L

os
s

Keys: 5000 Density:5%

 3  6  9 12 15
Poisoning Percentage

50
100
150
200
250
300
350
400
450
500

R
at

io
 L

os
s

Keys: 5000 Density:10%

 3  6  9 12 15
Poisoning Percentage

50
100
150
200
250
300
350
400
450
500

R
at

io
 L

os
s

Keys: 5000 Density:50%

 3  6  9 12 15
Poisoning Percentage

50
100
150
200
250
300
350
400
450
500

R
at

io
 L

os
s

Keys: 5000 Density:80%

 3  6  9 12 15
Poisoning Percentage

2

4

6

8

10

Av
er

ag
e 

M
em

or
y 

O
ffs

et

Keys: 100 Density:5%

 3  6  9 12 15
Poisoning Percentage

2

4

6

8

10

Av
er

ag
e 

M
em

or
y 

O
ffs

et

Keys: 100 Density:10%

 3  6  9 12 15
Poisoning Percentage

2

4

6

8

10

Av
er

ag
e 

M
em

or
y 

O
ffs

et

Keys: 100 Density:50%

 3  6  9 12 15
Poisoning Percentage

2

4

6

8

10

Av
er

ag
e 

M
em

or
y 

O
ffs

et

Keys: 100 Density:80%

 3  6  9 12 15
Poisoning Percentage

6

12

18

24

30

Av
er

ag
e 

M
em

or
y 

O
ffs

et

Keys: 500 Density:5%

 3  6  9 12 15
Poisoning Percentage

6

12

18

24

30

Av
er

ag
e 

M
em

or
y 

O
ffs

et

Keys: 500 Density:10%

 3  6  9 12 15
Poisoning Percentage

6

12

18

24

30

Av
er

ag
e 

M
em

or
y 

O
ffs

et

Keys: 500 Density:50%

 3  6  9 12 15
Poisoning Percentage

6

12

18

24

30

Av
er

ag
e 

M
em

or
y 

O
ffs

et

Keys: 500 Density:80%

 3  6  9 12 15
Poisoning Percentage

10

20

30

40

50
Av

er
ag

e 
M

em
or

y 
O

ffs
et

Keys: 1000 Density:5%

 3  6  9 12 15
Poisoning Percentage

10

20

30

40

50

Av
er

ag
e 

M
em

or
y 

O
ffs

et

Keys: 1000 Density:10%

 3  6  9 12 15
Poisoning Percentage

10

20

30

40

50

Av
er

ag
e 

M
em

or
y 

O
ffs

et

Keys: 1000 Density:50%

 3  6  9 12 15
Poisoning Percentage

10

20

30

40

50

Av
er

ag
e 

M
em

or
y 

O
ffs

et

Keys: 1000 Density:80%

 3  6  9 12 15
Poisoning Percentage

50

100

150

200

Av
er

ag
e 

M
em

or
y 

O
ffs

et

Keys: 5000 Density:5%

 3  6  9 12 15
Poisoning Percentage

50

100

150

200

Av
er

ag
e 

M
em

or
y 

O
ffs

et

Keys: 5000 Density:10%

 3  6  9 12 15
Poisoning Percentage

50

100

150

200

Av
er

ag
e 

M
em

or
y 

O
ffs

et

Keys: 5000 Density:50%

 3  6  9 12 15
Poisoning Percentage

50

100

150

200

Av
er

ag
e 

M
em

or
y 

O
ffs

et

Keys: 5000 Density:80%

200x larger MSE 

Memory Offset 125-180  
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ONLY REGRESSION ON CDF
ATTACK SO FAR…



TWO-STAGE ARCHITECTURE
HIERARCHICAL MODELS



ADVERSARIAL APPROACH

Focus on second-level poisoning (regression)

(1) how many keys per model (Volume)
Attacker controls

ATTACK ON HIERARCHICAL MODELS
TWO-STAGE ARCHITECTURE

(2) the location of poisoning keys per model

PN keys in Model NP1 keys in Model 1
P2 keys in Model 2



(HIGH-LEVEL) ALGORITHM

Distribute the same number of poisoning keys 
per model

Move a poisoning key to the next/previous 
model if it increases the total error

Use previous multipoint regression attack to 
decide which poisoning points to insert

TWO-STAGE ARCHITECTURE
ATTACK ON HIERARCHICAL MODELS



EVALUATION
ATTACK ON HIERARCHICAL MODELS
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150x larger MSE 
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3x larger MSE 



NEXT STEPS
CONCLUSION

Introduced the ”security mindset” to discover 
blindspots on learned systems

First vulnerability assessment for Learned Indexes

Constructive dialog between Database and Security 
communities

Thank you!

https://encrypted.systems
evgenios@gmu.edu

mailto:evgenios@gmu.edu

